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STAKEHOLDER MEETING MINUTES

June 30, 2004

Next Meeting

Date:  July 28, 2004

Time:  2:00-3:30

Place:  HHH Building, Room 800

All meeting materials and presentations are available at Grants.gov by visiting http://www.grants.gov/meetingmaterials063004.

Opening Remarks and Presentation

Ms. Becky Spitzgo, Grants.gov Program Manager, began the meeting at 2:00 pm with the following agenda:


-Grants.gov Update


-E-Authentication Update


-Grants.gov and E-Authentication


-Electronic Applications for Individuals


-Agency Ramp-up Update

After welcoming the audience, Ms. Spitzgo addressed the Grants.gov posters. Unveiled for the first time, the posters are part of a campaign surrounding the theme, “Building the Road to Success.”  The posters feature the mission critical goals Grants.gov is focused on meeting for October 2004, including agency participation, published applications and electronic application submissions.  Another aspect of the campaign is the possibility of direct agency recognition and Secretary Tommy Thompson sending letters to agencies thanking them for their support and participation with Grants.gov.  The key is to make sure that we are recognizing all agencies and extending our appreciation for their efforts in making Grants.gov a success.

The first poster she described, “Building the Links to Success,” tracks and highlights the total number of online grant applications submitted for the month graphically.  Ms. Spitzgo pointed out the huge spike as of June, a total of 789 online grant applications submitted.  The increase, in total applications submitted, can be attributed to the National Institutes of Health (NIH) posting a package requiring mandatory electronic submission of applications.  Applications were also received from research organizations.  

Ms. Spitzgo also noted that the October 2004 goal for online grant submissions is currently 2,000 while we work to meet the original annual goal of 15,000 applications.  It was realized that the 15,000 goal was over optimistic, based on original projections.   The October 2004 goal was adjusted to reflect something more feasible.   She highlighted the goal for July is to grow by 30% and exceed 1,000 submitted applications.  

The second poster, “Building the Road to Success,” features a roadmap, with a Federal theme, depicting famous national monuments as a car travels down a road towards the goal in October 2004 when all 26 agencies have applications posted on Grants.gov.  Along the road are yellow road signs listing new agencies on board for each month.  The green highway signs highlight agency news.  For June there were several agencies posting applications, however no new agencies came “on board”.  The National Institute of Health (NIH) is planning to complete System-to-System (S2S) testing in August 2004.  The National Science Foundation (NSF) is also expected to come on board with Grants.gov in September.  

While highlighting the different elements of the poster, Ms. Spitzgo referenced the handout summarizes the status of agency participation for Apply activity as of June 30, 2004.  Also, the Department of Labor is expected to post an application each month after its initial Apply package is posted in August.  

The third poster, “Building an Environment for Success,” depicts a monthly progress report regarding agency participation for each month.  The October 2004 goal for published applications is 250.  To date, there have been 142 total published applications.  For June, there were 18 new published applications.  The low number could be attributed to the fiscal year.  Also, the application cycles differs across agencies when posting grant opportunities.  

The Research & Related data set members of the research agencies are participating in testing of the R&R forms and schemas.  The forms clearance package has been submitted to OMB for clearance.    Members of the applicant community will also be asked to review and test the R&R forms and schemas.

Grants.gov Update

Ms. Spitzgo then provided the Grants.gov update.  During last week’s Program Manager meeting, OMB’s theme was to “Drive Usage.”  In order to align with this theme, the E-Government initiatives need to be institutionalized to become permanent.  One step towards institutionalizing the initiatives was the Grants.gov adoption of a fee-for-service funding model.  The OMB funding posting for Grants.gov can be found on the OMB website under “Memoranda” or at http://www.whitehouse.gov/omb/memoranda/fy04/m04-14.pdf
Ms. Spitzgo also touched on the potential of OMB bringing some the E-Government and the Line of Business (LOB) initiatives together.  Within the next few months, it is expected that OMB will provide additional information on the potential merging of these efforts.  

Also, the Deputy Program Manager position description is nearly finalized.  It will be posted to the Grants.gov website under “What’s New.”  

After providing Grants.gov updates, Ms. Spitzgo introduced the first guest speaker Sharon Terango from the GSA E-Authentication Program Manager Office, who provided an update on E-Authentication.  

E-Authentication Update

Ms. Terango began by describing the E-Authentication process.  In order to provide a simpler understanding of the process, she used as an example the experience of a fictitious individual, Jane Q. Public. To summarize the example, Jane Q. Public has a user ID and password in order to gain access to her account information and transactions with her bank, First Generic Bank.  First Generic Bank is a trusted credential provider to the U.S. Government.  Therefore, Jane Q. Public is authenticated when she enters her user ID and password as a First Generic Bank user.  With her authenticated credentials, Jane Q. Public is able to gain access to other on-line services, including E-Government services, without having to create another user ID and password. The E-Authentication process allows users to use the same user ID and password without having to create a new one or sign on each time.  

Ms. Terango then provided an update on the E-Authentication initiative for Grants.gov Stakeholders.  E-Authentication began as a gateway but is now a federated model.  It eases the burden on agency application owners and users by providing agencies with a blueprint for on-line identity validation and enabling customer access to government services in a secure, trusted environment with credentials of their choosing.  The goals of the initiative are:

· Build and enable mutual trust needed to support wide-spread use of electronic interactions between the public and government

· Minimize the burden on the public when obtaining trusted electronic services from the government

· Deliver common interoperable authentication solutions, appropriately matching the levels of risk and business needs

The concept of E-Authentication related to Grants.gov can be summarized in three steps:

· Step 1:  At the access point (portal, agency Website or credential service provider), the user selects an agency application.

· Step 2:  The user is redirected to the selected credential service provider.  If the user already possesses credentials, the user authenticates.  If not, the user acquires the necessary credentials and then authenticates.  

· Step 3:  The credential service hands off the authenticated user to the agency application selected at the access point. 

The need for E-Authentication is essential because as the need for identity assurance increases, so does cost.  OMB E-Authentication guidance has established four assurance levels for consistent application of E-Authentication across the government.  The E-RA tool assists agencies in defining authentication requirements and maps them to the appropriate assurance level.  In addition, NIST SP800-63, an electronic authentication technical guidance tool, just published last week, matches technology to each assurance level.  With these steps and tools in place, the result is a more consistent application of electronic authentication across the Federal government.  

The E-Authentication pilot is underway for Grants.gov and so far has been a success.  This pilot will enable the use of multiple source credentials across multiple grants applications.  Other pilots underway include e-Travel, GSA, NIH and the Department of Treasury, amongst others.  

In order to implement E-Authentication, a requirements analysis and risk assessment must first be conducted for application transactions.  Then identified risks must be mapped to the applicable assurance level.  An E-Authentication technology platform is then selected and implemented.  Finally, authorization requirements are developed.  

Business benefits for E-Authentication include:

· Alignment and compliance with NIST and OMB guidance

· Improved predictability or project schedules and budgets

· Reduced vulnerability to changes in technology and security requirements

· Improved interoperability to changes in technology and security requirements

· Improved services to citizens

· Higher marks on the President’s scorecard

Financial benefits for E-Authentication include:

· Leveraged expertise and tools developed by the initiative including the risk assessment tool, the E-Authentication cookbook, and E-Authentication guidelines

· Pre-tested, government-approved interoperable products

· User interface specifications prepared by the initiative

The end result from the business and financial benefits are significant cost savings and expedited implementation.  


Audience Questions:

Q:  How can everyone use E-Authentication if it is already in place within the institutions?

A:  E-Authentication does not require another user ID/password.  Therefore the information can be shared between institutions.  

Q:  Does an individual have to sign up for E-Authentication in order to have access to other services?

A:  No, if the individual has already established a relationship with the credential provider.  The only thing required by the individual is authorization, which only has to be done once.

Q:  If an individual already has a user ID/password established, why would one have to go through the E-Authentication process?

A:  E-Authentication allows the individual to use current user ID/password information without having to go through the process again and it also reduces the number of user IDs/passwords an individual has to maintain.  Currently, obtaining credentials and authorization is a split process on Grants.gov, which is creating problems for the grant community.  With E-Authentication, the credentials will have been obtained and users would only have to gain authorization to the grant application.

Q:  What are the security ramifications because it is not recommended to use the same user ID/password?

A:  Authorization is still required.  Logging in is only concurrent.  

Q:  Have bank associations discussed implementing E-Authentication?

A:  Bank associations have been in discussion with E-Authentication. E-Authentication is currently reviewing and working with various types of organizations to serve as credential providers. 

Grants.gov and E-Authentication

Mr. Vince McCullough, Chief Engineer of System Authentication from Northrop Grumman Corporation, discussed Grants.gov and the E-Authentication process.  Currently, only a pilot exists.  No timeline has been established for the pilot.  Before implementing E-Authentication, the impact must first be examined and analyzed.  All feedback is welcome.  

E-Authentication for Grants.gov is a two-step process.  First, the credentials are established either directly at the credential provider’s website, or the user is redirected from the Grants.gov website.  The credential provider issues/validates the user ID and password.  Once on Grants.gov, the user may proceed and options appropriate to his/her role are automatically displayed.  

The current submission process without E-Authentication:

· User clicks “Submit” button

· Affidavit is displayed.  User clicks “Ok” button

· Form uploads to the host (may take several minutes)

· User is prompted for user ID and password

· Receipt confirmation page is displayed

The submission process with E-Authentication:

· User clicks “Submit” button

· E-Authentication portal site opens in web browser

· User selects credential provider

· Credential provider login screen appears in browser

· User enters user ID and password

· Credential provider validates and transfers control to Grants.gov

· Affidavit page of form is displayed in user’s browser.  User clicks “Ok” button

· Form uploads to the host (may take several minutes)

· Receipt confirmation page displayed

Advantages of E-Authentication for Grants.gov include:

· Grants.gov will no longer maintain a local copy of credentials for applicants.  This is more secure and reliable.

· Other credential sources such as NSF FastLane or USDA WebCAB can be used for Grants.gov login.

· Authentication is performed before submission is uploaded.  This makes the application process more user-friendly and secure.  

As Grants.gov moves to E-Authentication, changes may need to be made to the PureEdge viewer.  These changes could include requiring users to download a new viewer or downloading and installing updates to their existing viewer.  Grants.gov is working to develop the best method to walk users through this process.  

The E-Authentication prototype is currently under development in three phases:

· Phase 1 will be limited to authentication by ORC External Credential Provider, meaning that prototype applicants will use ORC credentials and prototype agency users will continue to use Grants.gov credentials.  This will be an isolated test system and should be operational within the next two weeks. 

· Phase 2 will add in an E-Authentication portal.  ORC will be the only credential provider supported.

· Phase 3 will expand the list of credential providers to include NSF and then eventually others.

Audience Questions:

Q:  What happens if the user has multiple roles and user IDs with different agencies?

A:  The E-Authentication process will confirm the identity of the user based on the authorization level of the credential provider.  The host-system is responsible for setting roles and assigning responsibilities to the user.

Q:  What are the requirements to become a credential provider?

A:  A credential assessment is required. E-Authentication has an evaluation process which requires credential providers to meet, at minimum, certain security, access and reliability standards.

Q:  What if there is an influx of credential providers to choose from:

A: It is a challenge that we are looking into.  We are discussing the possibility of allowing users to make an opt-in selection.  

Q:  Can the user ID/password used to log on to the network work for Grants.gov?

A:  Theoretically, it could but we are not sure if it’s a good idea.

Q:  Are USDA and NSF available 24/7 as credential providers?

A:  Yes.  

Q:  Why do we have Central Contractor Registry (CCR)?  It is causing angst with grantees.

A:  CCR is the authorization provider whereas ORC is the identity piece.

Q:  Will agency training be available to work with recipients regarding E-Authentication?

A:  As we begin implementation, (E-Authentication is only a prototype now), Grants.gov will begin to build a training packet.  Focus groups will help flush out any problems.  

Q:  Is there anything that the agencies need to do to work towards implementing E-Authentication?

A:  There will be no impact on the agencies.  This process will be completely internal to Grants.gov.  

Ms. Spitzgo reassured the audience that the modifications are only being piloted with E-Authentication and it is uncertain when the changes will be moved to the production site.  Currently, it is only a prototype.  We recognize there are concerns and there is the potential for a huge impact.  Grants.gov is doing its best to address the issue from the grant community perspective and we realize potential for frustrations.  E-Authentication is being developed and tested in a separate test environment.  Focus groups will be held in the next few months, to capture the perspectives and reactions from the grant community.

Electronic Applications for Individuals

Ms. Spitzgo provided an update on the electronic submission for individuals.  The individual e-submission process is expected to launch in August 2004.  This should help increase our numbers so that we may reach our submission goals sooner.  The e-submission for individuals provides support for the remaining discretionary applications.  Neither CCR registration nor Social Security Numbers (SSN) is required for individuals.  From the agency perspective, there will be minimal changes to posting an application package.  From the individual’s perspective, there will be minimal changes to the existing submission process.  

In order to post an application package, agencies will indicate the type of eligible applicant i.e. organizations only, individuals only, or both.  If “individuals only” is selected, the DUNS number field will pre-populate with “000000000INDV” and the field will be grayed so that it cannot be manipulated.  If “both” is selected, the cover page will include a checkbox for individuals, which if selected, will pre-populate as stated above.  

Applicants with the pre-populated field for individuals will be directed to a unique URL for individuals.  The individual will then log in with Grants.gov credentials, submit the application, and receive an email notification.  The submission process will automatically insert the first and last name of the individual and the receipt date on the SF 424.  


Audience Questions:


Q:  Has the electronic submission process for individuals been field tested yet?


A:  No, the form is still being built. We expect to complete it shortly.  

Q:  If the individual applies to another application, is a second set of credentials required?

A:  Once the credentials have been verified, the individual will be able to apply to any program with the same set of credentials.  

Q:  Why doesn’t the application process require a unique identifier, such as SSN?  Without one, we run the risk of duplication problems.

A:  Grants.gov will not request this information.  However, individual agencies that have the authority to collect this information in their application packages can continue to do so.  

Q:  Will a new standard 424 form be developed for individuals?

A:  One has not yet been developed, however we expect the Arts and Humanities Subgroup may propose a form specific to individuals.   

Q:  If one is registered as an organization but applies as an individual, do we have to register again?  

A:  Yes, a separate user ID and password will be required.    

Agency Ramp-Up Updates

Mr. Peter Brunner from Grants.gov Program Management Office provided the agency ramp-up updates.  Input provided by the agencies was very useful but the PMO is still waiting for more submissions.  

From agency feedback, Grants.gov was able to forecast which agencies need unique forms and then schedule the Forms Factory workload to coincide with grant publications schedules.  Grants.gov was also able to predict when agencies would start posting grant packages on Apply and to forecast production targets by quarter to some degree.  

However, there were several shortcomings from the initial request.  Agencies had difficulty predicting when they would actually enter production with Grants.gov. Also, the continuing resolution threw schedules off and many original projections were overtaken by such delays.  Implementation schedule projections might have been ambitious.  There was also a lack of experience on everyone’s part as to what information was needed.  

For 2005, Grants.gov will ask agencies to update ramp-up schedules to enable us to predict workloads and realistic project goals for the year.  Information that will be needed includes:

· Type of Grant

· Estimated number of applications to be received and estimated number to be transmitted electronically

· Month to be posted on Grants.gov to enable “desk officer” to coordinate schedules

· Any additional forms requirements/modifications

Grants.gov will develop a proposed format targeting information needed to predict workloads and target goals.  The format will be available before the start of the new fiscal year.  

Audience Questions


Q:  Will Grants.gov provide a data dictionary?


A:  Yes.  

Q:  Information requests at the end of the year are very burdensome.  Can Grants.gov adjust to a different schedule?

A:  Yes. 

